Parallels

Parallels’ Browser Isolation

- / Secure browsing, simplified: your gateway to safer
web access with enhanced policy control

Parallels Browser Isolation provides a secure way to access web applications, including Software
as a Service (SaaS) and other cloud-based applications, right from your favourite web browser.

It provides top-notch security against web-based threats by running web applications in a separate, secure browser environment in the cloud.
This creates an “air gap” between the user's web browsing and your company's network. Parallels Browser Isolation streamlines onboarding
and management with an intuitive web-based admin portal for granular policy control and real-time and historical insights.

Built in the cloud
with Zero Trust

TRUST

Designed to never assume trust
and continually verify identity for
uncompromising cybersecurity.

& Fast and easy onboarding
\f‘: and management
Africtionless onboarding and
management experience that’s
simple and easy to use.

& Security-based, cloud
n native architecture
Unique and flexible architecture
that bolsters security through
remote browser isolation.

& Cloud flexibility
- and compatibility

As a Cloud native application,

remotely access your SaaS apps from

anywhere, on any device, any browser.

Set up Parallels Browser Isolation quickly in just four easy steps.

Launch a secure session for users in under 5 minutes.

Register/activate your license
on My Parallels.

Configure security policies.

Publish your applications.

Launch secure end user session
for application access.

Parallels Browser Isolation is an out-of-the-box, feature-rich
solution designed to meet a variety of key use cases.

( R

- J

Security and
compliance first

Ensures that businesses in
regulated industries stay compliant
with industry regulations and
secure sensitive data against web
threats and cyberattacks.
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Contractor and
external vendors

Reduce risk by offering
contractors and vendors secure,
limited access to necessary web
resources and Saa$S applications
for business projects.
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Global collaboration
and remote working

Enable secure remote work from
any device, ensuring safe web
browsing for employees on
personal devices and protecting

the business network from threats.
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Modern application
security

Ensuring secure access to SaaS
and enterprise web apps is crucial
as organizations adopt public SaaS
solutions and need to protect their
data even when managed by
external vendors.



Parallels Browser Isolation leading capabilities

Built in the cloud with Zero Trust
® r
Fast and easy onboarding and management
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Security-based, cloud native architecture.

Cloud flexibility & compatibility

Isolate malicious
web content

Easy-to-use
granular policies

Service Level Agreement
(SLA) reliability

Easy-to-define admin

%, templates for Zero Trust
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Safely browse websites
with standard security

Simple, client-less access
from any web browser

Usage visibility to analyze

/ﬁ‘/ﬁ web traffic and threats

Smooth, fast user
browsing experience
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Parallels Browser Isolation architecture
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Robust security and
compliance measures

Intuitive web-based

——= admin portal
pran Air gap and Zero Trust
: = policies for cybercrime
+—| prevention

Built in the cloud for
flexibility and robustness
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Malware isolation and

phishing protection

Real-time admin
dashboards

Pixel-pushing technology
for fast rendering

Access from anywhere,

on any device

A unique architecture that acts as an agentless gateway, enhancing security with Zero Trust polices with minimal management overheads.

End User Browser

Policy
Safe content engine

streamed back
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Isolation render

e Safely render the website within a secure browser container

o Stream only the safe and permitted content back to the end user
o Prevent malicious content from reaching the end user’s device
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Access specific
SaaS applications
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Policy engine
e Filter content by geography or category

o Apply policies for copying, printing, & file transers
o Whitelist domains and blacklist URLs

v

)
SaaS
applications

A

°

sensitive
customer data

I —

|| Parallels



